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Abstract- Smart grid systems are complex and huge power networks including many digital components and assets. These
systems provide opportunities to operators to collect data remotely from customers and manage their network reliably and
effectively. Therefore, the operators can track and analyze historical and immediate power consumption data, and take

necessary actions to manage changes or meet the requirements of the consumers. Beside smart grid systems bring many
advantages compared to traditional power systems, cyber security is one of the main challenging issues for these systems. In
this paper, vulnerabilities and threats for smart grids were reviewed, categorized and evaluated for six components of smart
grid systems, for the first time. Then cyber security considerations on smart grid systems were examined and discussed, and
finally some applicable measures to minimize currently available vulnerabilities and threats were presented.

Keywords Smart grid, threat, vulnerability, cyber security, review.

1. Introduction

Smart grids are huge and complex networks including
different types of connected assets. It enables power system
operators to monitor, control, maintain and manage electrical
systems, information and communication technologies
(ICTs) and consumer demands. Smart grid technologies take
the advantages of available modern technologies and their
intelligent functionalities such as better situational awareness
and operator assistance, autonomous control actions,
efficiency enhancement, integration of renewable energy,
improved market efficiency through innovative solutions,
higher quality of services, etc. A conceptual model for smart
grid systems is presented in Fig 1. This model consists of
some actors such as generation, transmission, distribution,
customer, service provider, operation center and markets.

Todays, smart grid systems are frequently used in
developed countries. Although traditional power systems
present one-way power transmission, a smart grid system
provides two-way power flow and management of smart grid

data. Data is accepted as “the new oil” and therefore
producing new values from smart grid data is very important
for organizations, communities, governments and also
nations.

Smart grid system provides many advantages, however,
it brings many security issues and risks in the
implementation, application and operation of smart grids [1-
5]. Smart grid systems are critical infrastructures and mainly
targets of cyber attackers. In order to minimize security risks
and prevent cyber threats, some measures are always
required.

Cyber security issue is one of the main problems of
smart grid systems that affect the sustainability and security
of the whole system. However, there are a lot of challenges
which make smart grid security more challenging such as
new communication requirements, heterogeneous
technologies, protocols and assets, proprietary systems,
legacy devices, future threats and diverse subsystems [12]. In
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addition, with the development of technology, cyber threats
are changing, evolving and becoming more powerful. Hence,
creating or developing exact solutions to these threats is a
challenging problem. But providing maximum security for
smart grid is the main task to maintain the grid more
efficiently.

Fig. 1. Smart grid conceptual model [3]

Lots of cyber security technologies available today are
used to protect smart grid systems against cyber attacks [5].
A smart grid system requires a purpose-built security
architecture designed to protect confidential customer data
and privacy of data about smart grid system. For example,
NIST interoperability framework plays an important role and
establishes policies and oversight structures for execution of
cyber security controls [2].

In the literature, some papers were especially focused on
network security for smart grid systems, because they report
that providing the security of smart grid network is a
challenging problem [8]. However, security concept in smart
grid systems must be considered widely in all subsystems
and components. Because all of the assets under these
systems are in communication with each other and this case
brings front many security issues.

In this paper, we reevaluated cyber attack risk
assessment for smart grid in depth, provided an updated
version of this assessment and briefed some current security
standards for smart grid. Then we classified smart grid
components into six categories and then comprehensively
listed the existing vulnerabilities and threats for these
components, for the first time. Finally, we presented some
solutions and suggestions for smart grid security.

This paper was organized as follows. In Section 2,
information security basics and risk evaluations for smart
grid systems were presented. Security standards for smart
grid systems were briefed in Section 3. Section 4 introduces

the types of vulnerabilities and threats on smart grid systems.
Cyber security solutions for smart grid systems were
presented in Section 5. Finally, some remarks and
conclusions were conducted in Section 6.

2. Information Security Basics and Risk Evaluations

Information security has three basic principles, which are
known as Confidentiality, Integrity and Availability (CIA).
Confidentiality is about to protect information from
unauthorized disclosure. Integrity is maintaining and
assuring the accuracy and completeness of data during
transmitting, transferring, storing and analysing. Availability
is the situation of being available of data when it is needed

[6].

When the CIA principles are reconsidered for smart grid
system, the following evaluations can be done [7].
Confidentiality is a user or operator side requirement that
guarantees only authorized person can see the smart grid
data; integrity is preventing any unauthorized manipulation
or modification of smart grid data and availability is being
available of smart grid data for authorized users. In order to
prevent or minimize any malicious intents on smart grid
systems, these principles should be widely evaluated and
implemented carefully.

Smart grid systems consist of numerous subsystems and
assets such as power generations, distributions, consumers,
substation, communication and networking devices,
intelligent electronic devices, human-machine interfaces, log
servers, protocol gateway, smart meters, etc. The variety and
complexity of these subsystems and assets present that the
legacy cyber security techniques will not be sufficient to
meet the requirements of whole infrastructure security while
operating, monitoring and controlling data flow [6, 11].
However, these systems are very crucial and play important
roles. Therefore, it is inevitable that these systems can be
exposed to cyber attacks and malicious intents [9, 10].

In order to present a relationship between smart grid
systems and cyber security, a cyber attack risk assessment
was established in [6]. The concept of risk assessment was
constructed by wusing three factors, which are threats,
vulnerabilities and smart grid assets. Smart grid assets are the
devices and components used in smart grid systems,
vulnerabilities are the security gaps enabling malicious
persons or cyber attackers to exploit the system and threats
are the attacks from insiders or outsiders.

A simple risk evaluation was presented in [6], but, we re-
evaluated and updated this concept and provided a new
perspective to indicate the relation between risks and cyber
security.

Let S1, S2 and S3 be the sets of threats, vulnerabilities
and smart grid assets, respectively. Assume S1 ={Inside,
Outside and Other Threats}, S2={Vulnerabilities in
Systems} and S3={Smart Grid Assets}. Let R1, R2, R3 and
R4 be the risk levels which are calculated as below;
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RI1={SI1NS2}\R4 (1)
R2={S1 N S3}\R4 )
R3 = {S2 N S3} \ R4 3)
R4={S1 NS2NS3} 4)

If we sort the risk levels in order, we obtain:
R4 >R3=R2>RI (5)

From Eq. 5, it can be clearly seen that R4 is bigger than
the others. It means that all smart grid assets are under
security violations when vulnerabilities and threats occur in
the system in the same time. Improved risk evaluation is
presented in Fig 2.

Vulnerabilties

Smart Grid
Assests

Fig. 2. Improved version of risk levels

3. Security Standards for Smart Grid

Implementing security standards for smart grid systems
are extremely important to ensure a highly secure, scalable,
consistently deployed smart grid systems [3]. IEC Strategic
Group on Smart Grid, Technical Committees and their
Subcommittees of IEEE Power & Energy Society, National
Institute of Standards and Technology (NIST), National
Standards of P.R.C for Smart Grid are the organizations
supporting smart grid standardization. Some of the security
standards are briefly explained below [13-16, 22, 23, 24] and
a comprehensive list can be found in [24].

» “NIST Interagency Report 7628 for Smart Grid
Cyber Security Strategy and Requirements” includes
cybersecurity risk management framework and strategy,
privacy and smart grid, logic interface analysis and advanced
metering infrastructure security requirements.

» “IEC 61850 & GB/T22239 Security Classified
Protection Standards”, include data modelling, reporting
schemes, fast transfer of events, setting groups, sampled data
transfer, commands and data storage, and information
security technology baseline for classified protection of
information systems.

» “IEC 62351 on Smart Grid Security” is about data
and communication security on smart grid systems.

» “ISO/IEC 1540 & GB18336 Security Assessment
Standards” include security techniques, criteria for
information security, security functional and assurance
requirements and smart grid security assessments.

» “ISO 27001 & GB/T22080 Information Security
Management Standards” are guidance for establishing
governance and controlling security activities.

» “ITU-T.X.805” is a security architecture for
systems providing end-to-end communications.

» “IEEE 1686-2007” is a standard for Substation
Intelligent Electronic Devices Cyber Security Capabilities.

» “AMI System Security Requirements” focuses on
security of advanced metering infrastructure.

» “NERC CIP Standards 002—009” are the standards
for entities responsible for the availability and reliability of
the bulk electric system.

» “NRC RG 5.71” is a standard for securing nuclear
infrastructures.

» “El RM Checklist” is a
management in energy facilities.

standard for risk

» “IEC 62443” is a standard for securing industrial
automation and control systems.

» “IEC 27019” is a guidance based on ISO/IEC
27002:2013 and applied to process control systems used by
the energy utility industry.

» “IEC 625417 is a general security standard for OPC
Unified Architecture.

4. Vulnerabilities and Threats on Smart Grid System

Vulnerabilities may allow attackers to penetrate into
networks, gain access to control software and modify or
change the normal operations of the smart grid systems.
Detailing and listing all vulnerabilities on smart grid systems
is important to determine security requirements. In the
literature, there exists many approaches and solutions to
mitigate these vulnerabilities [17]. However, new
vulnerabilities are being discovered in the systems, day by
day.

Smart grid systems may have different types of
vulnerabilities or threats due to using different protocols,
containing many assets, communications among generators
and transmissions, distributions and consumptions,
transmissions and distributions, etc. [3, 9, 25].

In this paper, we categorized a smart grid system into six
components, which are network, server, operator/user,
hardware, software and data, and then evaluated cyber
security for these components, separately. These categories
are shown in Fig 3.
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Fig. 3. Main components of smart grid systems

As reported in [7], smart grid systems have some
potential security risks that must be addressed and some of
these risks are listed below;

» Large number of network connections increase
security vulnerabilities,

» Complexity helps hackers to attack the systems
easily,

» Using new technologies or adding new components
to the systems introduces new cases in security issues,

» Any grow and enlargement in smart nodes can cause
DoS, DDoS, etc.

Common vulnerabilities encountered in the references
[1, 5, 8, 10, 18-20] during this study were borrowed,
reviewed and then rearranged according to the six main
components of smart grid. Vulnerabilities that can be
occurred on Network, Server, Software, Hardware,
Operator/User and Data are listed in Table 1.a, Table 1.b,
Table 1l.c, Table 1.d, Table l.e and finally Table 1.1,
respectively.

Table 1.a. The list of vulnerabilities on Network

No

Al

A2

A3

A4

AS

A6

A7
A8
A9

Al0

All

Al2

Al3

Al4

Al5

Type of Vulnerability

Inappropriate or default security
configurations

Authentication mechanism
vulnerabilities

Using different protocol

Misconfiguration

Design flaws

Incorrect permission

Improper access control
Incorrect default permissions
Improper user permissions

Missing authentication for critical
function

Improper restriction of excessive
authentication attempts

Unprotected transport of
credentials

Lack of network segmentation

Lack of firewalls

Lack of security audits

Definition

wrong policies or weak administration password

simple authentication policies, weak encryption
even if using IP in network components of smart grid systems provides a big
advantage, the systems have other protocol used in the systems

configuration flaws may cause attackers to gain access to the system and
network

an attacker can gain high privileges because of design flaws in order to
exploit vulnerabilities

an attacker might be able to bypass security restrictions because of insecure
default permissions

control system mechanism fails to make a correct access control

leads unauthorized access to restricted areas

causes system users to perform actions that they should not be allowed
missing authentication for functions which plays important roles on the
systems leads crucial consequences

huge number of login attempt may cause the system out of services
different attack types are developed to capture credentials while it is
transported from one to another place

enables creating security zones which facilitate access control by separating
system systems with different security policies and requirements

network-based security system required to control inbound and outbound
network traffic that detects malicious actions on the network

assessment of the system security helps the operator to take measure against
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Al6

Al17

Table 1.b. The list of vulnerabilities on Server

No

B1

B2

B3

B4

B5
B6
B7

B8

B9

B10

B11

B12

B13

B14

B15

Table 1.c.
No

Cl

C2

C3

C4

Lack of or poor monitoring of
IDSs

Network devices not properly
configured

Type of Vulnerability

Inappropriate or default security
configurations

Authentication mechanism
vulnerabilities

Misconfiguration

Incorrect permission

Improper access control
Incorrect default permissions
Improper user permissions

Missing authentication for
critical function

Improper restriction of excessive
authentication attempts

Poor patch management

Insufficiently protected
credentials

Plaintext storage of a password

Lack of logging

Poor logging practices

Lack of security audits

attacker actions
a comprehensive IDS deployment different methods for each domain to be

monitored

improper configurations bring vulnerabilities

Definition

wrong policies or weak administration password

simple authentication policies, weak encryption
configuration flaws may cause attackers to gain access to the system and
network

an attacker might be able to bypass security restrictions because of insecure
default permissions

control system mechanism fails to make a correct access control

leads unauthorized access to restricted areas

causes system users to perform actions that they should not be allowed
missing authentication for functions which plays important roles on the
systems leads crucial consequences

huge number of login attempt may cause the system out of services

in time, system components may need patch operations which narrows the
path of the attacker

improper protected credentials are golden opportunities for malicious
persons to exhaust system resources and information

a critical vulnerability provides attacker to gain access if he obtains the
plaintext form of the password

logging of the system events provides to detect security violations
performed by malicious person

security violations may not be rapidly detected if logging mechanism is
weak

assessment of the system security helps the operator to take measure against
attacker actions

The list of vulnerabilities on Software

Type of Vulnerability

Inappropriate or default security
configurations

Insufficient security functions of
application software

Authentication mechanism
vulnerabilities

Misconfiguration

Definition

wrong policies or weak administration password

lack of secure coding, missing session control, availability to DoS attacks

simple authentication policies, weak encryption

configuration flaws may cause attackers to gain access to the system and
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C5

C6

C7

C8
C9
C10

Cll1

C12

C13

Cl14

C15

Cl6

Table 1.d.
No

D1

D2

Design flaws
Insufficient input validation
Incorrect permission

Improper access control
Incorrect default permissions
Improper user permissions

Missing authentication for
critical function

Improper restriction of excessive
authentication attempts

Poor patch management

Weak testing environments

Limited patch management
policies

Lack of security audits

network

an attacker can gain high privileges because of design flaws in order to
exploit vulnerabilities

program fails to validate input

an attacker might be able to bypass security restrictions because of insecure
default permissions

control system mechanism fails to make a correct access control

leads unauthorized access to restricted areas

causes system users to perform actions that they should not be allowed
missing authentication for functions which plays important roles on the
systems leads crucial consequences

huge number of login attempt may cause the system out of services

in time, system components may need patch operations which narrows the
path of attacker

a poor test of software may harbor different unnoticeable flaws or
vulnerabilities

limited patch management policies make the system less secure against
attacker

assessment of the system security helps operator to take measure against
attacker actions

The list of vulnerabilities on Hardware

Type of Vulnerability

Large number of intelligent
devices

Physical security

Definition

smart grid systems include huge number of devices that are involved in
electricity supply, management and control with support of ICTs

many components of smart grid systems are out of utility’s premises. This
situation causes insecure physical locations and vulnerable physical access

Table 1.e. The list of vulnerabilities on Operator/User

No

El

E2

E3

Type of Vulnerability

Different team’s backgrounds

More stakeholders

Indiscretions by Personnel

Definition

inefficient and insufficient communications among teams might cause

interoperability problem and bad decisions and opinions about the system that

leads emergence of vulnerabilities

stakeholders used different technologies, protocols and policies so this causes

more security risks not only from outsider but also insider attacks

Table 1.f. The list of vulnerabilities on Data

No Type of Vulnerability
Unprotected personal
F1 . )
identifiers
F2 | Lack of data security

training of personnel is important to avoid illegal behavior such as unauthorized
interception of private communication

Definition

unprotected smart grid data containing personal identifiers cause privacy
breaches

an attacker may change the real value of data
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According to the tables presented above, it can be seen
that there exist many vulnerabilities on the six components of
smart grid and it is a challenging issue to provide security on
smart grid. While the number of vulnerabilities change from
component to component, it must be kept in the mind that
even any of these vulnerabilities enables attackers to give
great damages to systems.

In addition, threats targeting smart grid systems are
borrowed from the references [5, 8, 10, 18, 19, 21],
reviewed, rearranged and then grouped according to the six
main components of the smart grid. Threats targeting the
components of Network, Server, Software, Hardware,
Operator/User and Data are listed in Table 2.a, Table 2.b,
Table 2.c, Table 2.d, Table 2.e and finally Table 2.f,

respectively.

Table 2.a. The list of threats on Network

modifying system operator control commands causes system failures.

attackers replay system operator control commands results in system

attackers steal system credential of the administrator by sniffing the network

attackers monitor the network and discover vulnerabilities of the systems via
DoS attacks aim to damage availability of the system and interrupt the system
it is the process of masking IP address of metering device to manipulate or

an attack type on compromise of confidentiality and in another word illegal
access to systems in order to control and perform malicious actions

some malicious insider may want to leak secrets or sensitive information and

an attack type that attacker secretly intervene two parties and intends to capture

No Type of Threat Definition

Gl | Tampering

G2 Replay malfunction

G3 | Eavesdropping

G4 Network monitoring, discovery

and analysis available vulnerabilities

G5 | DoS .
normal operation

G6  Spoofing modify accounts.

G7 | Intrusion attacks

G8 | Insider attack harm to the systems

G9 | Man in the middle

data flow between parties

Table 2.b. The list of threats on Server

operating system, databases and applications may have security vulnerabilities that cause
attackers to access the systems and destruct applications and control systems

a disguised operator may want to control a system subfunction to damage the system, or by
phishing e-mails attackers may obtain users personal information and disguises user identity

modifying system operator control commands causes system failures.
attackers replay system operator control commands results in system malfunction

monitoring keystrokes from operators are to obtain credential information
system files can be deleted from servers by intruders or malicious employees.

an attack type on compromise of confidentiality and in another word illegal access to
systems in order to control and perform malicious actions

malicious insider may want to leak secrets or sensitive information and harm to the systems

a type of attack that one may want to obtain special information about the system and users

No Type of Threat Definition
H1 Viruses, Spyware,
Trojans and Worms
H2 | Origin Disguise
to control system devices
H3 | Tampering
H4 | Replay
H5 | Keylogging
Deletion of system
H6
files on server
H7 | Intrusion attacks
H8 | Insider attack
HY | Theft information illegally
H10 @ Trapdoor

an entry place that inserted by a programmer into computer program allows him to secret
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HI1

HI2

HI13

H14

HI15

Resource
Exhaustion

Phishing

XSS

Operating system
command injection

Path traversal

access to the program or system

malicious person uses up available resources hence works or processes on these resources
cannot be accomplished

is the attempt to acquire sensitive information such as username and password by sending
fraudulent email messages appearing to come from a legitimate enterprise

enables attackers to inject client-side script to perform malicious actions
a type of attack that allows attackers to execute arbitrary command on host

an attacker can access the files and directories stored out of web root folder

Table 2.c. The list of threats on Software

No

I1

12

I3

14

I5

I6

17

Type of Threat
Tampering
Replay
Keylogging
Insider attack
Trapdoor

Web compromise

Buffer overflow

Definition

modifying system operator control commands causes system failures.

attackers replay system operator control commands results in system malfunction

monitoring keystrokes from operators are to obtain credential information

some malicious insider may want to leak secrets or sensitive information and harm to
the systems

an entry place that inserted by a programmer into computer program allows him to
secret access to the program or system

using vulnerabilities in a website or web application to further an attack

lack of a correct design of software in code wise that emerges when attacker write
more data to available allocated memory

Table 2.d. The list of threats on Hardware

No
J1

Type of Threat

Physical intrusion

Definition

people may physically intrude into smart meter to perform unauthorized actions

Table 2.e. The list of threats on Operator/User

No

K1

K3

K4
K5
K6

Type of Threat

Origin Disguise

Social engineering attacks

Phishing

Information disclosure
User compromise

Root compromise

Definition

a disguised operator may want to control a system subfunction to damage the
system, or by phishing e-mails attackers may obtain users personal information and
disguises user identity to control system devices

nontechnical attack type that aims to gain trust of users to obtain credential to log
on into system

is the attempt to acquire sensitive information such as username and password by
sending fraudulent email messages appearing to come from a legitimate enterprise

unauthorized access to sensitive information by malicious person
gaining unauthorized use of user privilege

gaining unauthorized use of administrator privilege

2060



INTERNATIONAL JOURNAL of RENEWABLE ENERGY RESEARCH

S. Sagiroglu et al., Vol.9, No.4, December, 2019

Table 2.f. The list of threats on Data

No Type of Threat Definition

L1 Disclosure

L2 | Violation of data completeness

According to the tables given above, it can be seen that
there are many threats targeting smart grid security. Hence,
security experts should take some measures to defeat these
threats and make the system more secure.

5. Cyber Security Solutions for Smart Grid

In order to achieve better security, smart grid structures
should have appropriate and tight security measures. Strong
authentication and cryptographic infrastructure are required
for all devices, meters, components and communications.
Public Key Infrastructure (PKI) technology is a useful
measure to make more secure smart grid system. When PKI
is applied on smart grid systems, five main technical
elements have been encountered [3]. These are:

» PKI Standards help to establish requirements of
security operations of energy service providers such as
utilities, generators, smart grid device manufacturers, etc.

» Smart Grid PKI Tools is employed to make easier
implementation of PKI in smart grid.

> Device attestation is used to define or discover
devices and their true identities on the network.

» Trust Anchor Security is used to manage trust
relationships. Because of having huge number of devices in
smart grid, an effective and comprehensive Trust Anchor
Mechanism System is also needed.

» The Certificate  Attributes
availability needed for the power grid.

facilitates  high

In addition, appropriate network connectivity, smart grid
security services and protocols, and identity management are
some suggestions to make smart grid system more secure and
complete [3]. These are summarized below:

» Appropriate network connectivity must be
established against to malicious actions such as interruption,
modification and fabrications.

» Robust firewalls, intrusion detection and prevention
systems must be used to increase security level or minimize
attacks from insiders and outsiders.

» Smart grid security service units lead network
operators about identifying, controlling and managing
security risks and satisfy per utility’s needs properly.

» Protocols and identity management are important to
manage authentications and authorization status.

ISO/IEC 27000 series and Information Security Forum
(ISF) are two important programs about information security
for every organization. Role-based authorization, user
authentication and intrusion detection systems are the other

attacker may disclose the owner of data with sensitive attributes

the integrity of data may be violated

methods that are employed in defense solutions at different
smart grid security levels which are classified in [6] as data,
application, HAN, NAN and WAN.

DoS attack is one of the most popular malicious actions
on smart grid systems. The propose of and DoS attacks is to
interrupt or halt the systems. Experts might detect these
attacks in four methods, which are signal-based, packet-
based, proactive and hybrid. Signal-based methods compare
signal strength to a threshold value that generates an alarm.
Packet-based methods control transmission results which can
be ended with failure. Proactive method sends probing
packets to test or define potential attacker. Hybrid method
combines various methods to detect any attack. Additionally,
cryptographic methods such as encryption, authentication
and key management enables to reduce the risk of cyber
attacks on smart grid systems [12].

6. Remarks and Conclusions

Smart grid systems consist of huge number of
components or subsystems. They are critical infrastructures
and require monitoring, managing, processing, controlling
and securing data and systems. These systems are usually
main targets of hackers, malicious persons or attackers.

In this paper, vulnerabilities and threats on smart grid
systems was reviewed, categorized according to six main
components of smart grid, criticised in security perspective
and some suggestions were presented. The contributions and
suggestions of this article are summarised below:

» The results have shown once more that, in general,
securing smart grid systems is getting difficult with high
risks because of having many protocols, standards, policies,
components, systems, blocks, etc. Obviously, due to
enlargement of smart grid systems, these systems require
more secure platforms more than today. Even if ICT based
systems have more vulnerabilities than smart grid systems, it
should be always kept in mind that these systems are critical
systems and should be protected better than other systems.

» As summarized earlier, there exist many standards
and solutions for smart grid systems, but it still needs more
attention because of the nature of the systems containing
vulnerabilities, attacks, risks, threats, etc. and their
continuous increments. Smart grid system security covers
many security perspectives inside such as data (big data,
smart data, etc.), application, protocols (HAN, NAN, WAN,
BAN, IAN, etc.), communication, hardware, software,
policies,  integration,  management, data  storage,
national/international laws, privacy issues, cyber attacks,
vulnerabilities, threats, social engineering, etc. All these
security risks should be considered for defending these
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systems, networks, components, blocks, etc. Due to those,
standards must be first applied, implemented and kept
updated based on developed technologies, strategies,
methodologies and encountered security risks.

» Using old devices, components, software, networks,
systems in the systems is also main issues to address for
better risk management and keep the systems more secure.
Hence, old devices, components, software, networks,
systems should be updated or replaced based on security
policies and security mechanisms. Due to large and complex
structures of the systems, security configurations of the
systems are not set properly or not controlled so more
attention is to be paid for proper settings. Physical security is
also another issue to be considered in insecure physical
locations.

» IEEE standards named in the NIST Framework and
Roadmap especially, IEEE Smart Grid Series Standards of
2030 and 1547 should be focused on.

» Not only IEEE but also the security standards
provided by ITU, ISACA, ISO/IEC, ETSI, PCIL, NIST,
NERCS, PCKS, ENISA should be also utilized for security
of smart grid systems.

» Recent technologies such as Artificial Intelligence,
Big Data Analytics, Block Chain, etc. should be also the
recent topics to provide better security in smart grid systems.
For example, securing smart grid platforms using block
chain, analysing variety of smart grid data with big data
analytics and developing an intelligent alert system for smart
grid security are the topics to be concentrated for the future
developments.

» Frameworks provided by NIST, ISACA, PKI,
PCIDSS, IS0O27001, CIS Critical Security Controls should
be also taking into account to provide better security in broad
sense.

» Interoperability is another important topic to be
sorted it out in smart grid systems and environments due to
having large components, devices, protocols, systems and
networks. “NIST Framework and Roadmap for Smart Grid
Interoperability Standards, Release 2.0” is a very good
guideline having with many examples. As also summarized
in this article, the number of smart grid-specific standards are
too little and new and comprehensive standards should be
established, updated or released.

» Vulnerabilities and attacks mentioned in previous
works should be centered on smart grid. Defense solutions
combined and presented should be focused on. Defense
solutions for smart grid systems must be extended to its
subsystems, from bottom to top, and from the specific to the
general or vice versa, it must be evaluated with a broad
horizon and perspective.

» Smart grid systems require comprehensive security
architectures that play a crucial role in providing better or
higher security. Available systems should be revised in
consideration with this perspective.

» In order to reduce the risk, vulnerable systems
should be cleaned or replaced with the developed and

hygiene technologies or solutions, due to old or new
technologies, misconfiguration, bad management, lack of
security policies and procedures or lack of proper auditing,
etc.

» Radio frequency based communication instead of IP
might be preferred to make the system less vulnerable to
attacks as applied in Taiwan, as an alternative solution.

» It is also better to share the experiences and good or
bad practices among the countries to protect the systems
more efficiently. Especially, sharing experiences of
Computer Emergency Response Teams (CERT) responsible
for taking measures and maintaining national cybersecurity
against cyber attacks is very important to provide better and
in time security. It should be always considered that this
issue is not only national level but also international level to
overcome the problems encountered in smart grid as quick
and much as possible.

» Global Cybersecurity Index proposed by ITU
(International Telecommunication Unit 2016) is a measure
for protection and good comparison. This issue is also taken
into account for better smart grid systems in all countries.

» It needs to be stressed once more that there have
been many vulnerabilities and attack types targeted to smart
grid systems. The numbers of malicious actions and threats
increase with the developed new technologies and solutions
integrating and implementing these into available systems
and networks so those are should be the issues to be
considered and developed new test systems.

» To protect smart grid systems, the solutions
summarized in this article should be considered, applied,
implemented and audited.

» Finally, it is expected that solutions and suggestions
proposed in this article may guide security administrators,
experts, users, developers, manager of institutions or
companies to handle grid systems smartly and to secure
against malicious actions, attacks, codes and systems.
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